[TamsaTka /11 oOygaronuxcesa 00 HHGOPMAIMOHHOU 0€30ITaCHOCTH JeTel
HEJIb34

1. Bcem moapsia coobmaTh cBOIO YacTHyIO mHMopmaruio (HacTosmye uMs, ¢haMUIInIo,
TesiepoH, azpec, HOMEP IIKOJIbI, a TakyKe poTorpaduu CBOU, CBOEU CEMbH U IPY3€H);

2. OTKprBaTI) BJIOKE€HHbIE (I)anIJ'IbI SHGKTPOHHOﬁ II0YThI, KOTJAa HE SHACIIb OTIIPABUTEJIA;
3. FPY6HTI>, nIpuaAnNpPaTbCA, OKa3bIBaTb JaBJICHHE - BECTH cebs1 HEBEXKJIMBO U arpeCCuBHO;,

4. He pacnopspkaiicss JeHbraMH TBOeH ceMbu 0e3 paspelleHHs CTapIIux - Bcerjaa
cIIpallIuBaul poauTesiel;

5. He Bcrpeuatica ¢ VHTepHET-3HAKOMBIMH B pPeabHOH JKU3HU - IIOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIITb.

OCTOPOXKHO

1. He Bce nmumyt nmpaBay. Yutaemib o cebe Hempasay B MIHTepHETE - cOOOIH 006 3TOM
CBOUIM POJTUTEJISIM WJIA OTIEKYHaAM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, OOMEHHUBATHCSA - IIPOBEPH, HET JIU TO/[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B UTHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pocJIbIM O IpobJieMax B CeTU - OHU Bcer/ia IIOMOTYT;

5. Wcnonp3yit HACTpOUWKH 0€30MacHOCTA W IMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
aKKAYHTBI B COIICETSIX U APYTUX MOPTaJIaX.

MOXKHO

1. YBakall IpyTux NoIb30BaTesIel;

2. [Tosp3yenibess THTEpPHET-UCTOYHUKOM - JIeJIafl CChUIKY HA HETO;
3. OTKpBIBaH TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. O6maThCA 3a TOMOIIBI0 B3POCIBIM - POAUTEIH, OTIEKYHBI M aIMUHUCTPAIUS CAHTOB
Bcer/ia IOMOTYT;

5. ITpoiiau o6yuenue Ha caite "CeTeBUYOK' ¥ OJIYyUYH ITACIOPT MG POBOTO rpakiaHuHA!
KoMmnbrorepHbie BUPYyChI

KoMnploTepHBII BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpaMm,
OTJIMYUTEILHOU O0COOEHHOCTBI0O KOTOPOU fABJIsIeTCA CHOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHUE K 3TOMY, BHUPYCHl MOTYT HOBPEIUTH WU IOJIHOCTHIO YHUUTOXKUTH BCe
daitel U AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT HMEHH KOTOpPOTO ObLia
3alyleHa 3apakeHHas IPOrpaMMa, a TaKKe IOBPEAUTh WJIHM Ja)Ke YHUYTOXKHUTH
OIEPAIUOHHYIO CHCTeMy cO BceMu (aiyslamMmu B IeJIoM. B OGOJBHINHCTBE CIIydaeB
PAacCIpOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTO,ZLI)I 3allIUThI OT BPEAOHOCHBIX ITpOTPAMM



1. Mcnosnp3yit coBpeMeHHble OllepallMOHHbIE CHCTEMBI, UMEIOIIUE CepPhe3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IPOTPAMM;

2. TlocrossHHO ycTaHaBiuBail nautu (Iu¢poBble 3amIaTKHA, KOTOpble aBTOMATUYECKU
YCTAaHABJIUBAIOTCA C I€bI0 JOpabOTKU IPOrpaMMbI) W Jpyrhe OOHOBJIEHUSA CBOEH
omepanuoHHOU cucteMbl. CKaumBall UX TOJIBKO € OPUIIMAIBHOTO calTa pa3zpaboTumka
OC. Ecu cymiecTByeT peXuM aBTOMATHUECKOTO OOHOBJIEHMSI, BKITIOUH €T0;

3. PabGotaii Ha cBOeM KOMIIBIOTEPE 11O ITpaBaMU I10JIb30BaTEJ/IA, a HE a/IMUHHUCTPpAaTOpAa.
ATO HE MO3BOJIUT 6OJ'II>H.II/IHCTBy BPEAOHOCHBIX IIPOTPAMM HHCTAJIJINPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcriosip3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOTYKTHI H3BECTHBIX ITPOU3BOIUTEIEH, C
aBTOMaTHUYECKUM OOHOBJIEHUEM 06a3s;

5. Orpannub GpU3UYECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUIL;

6. Vcionb3yli BHEIITHNE HOCUTEIN NHPOPMAIUH, TaKKe KakK (JIelKa, IUCK Win (aila u3
WHTEPHETA, TOJIbKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He OTKpbIBall KOMIIBIOTEPHBbIE (DAILJIbI, MTOJyYeHHbIE U3 HEHAJIeXKHBIX MCTOYHUKOB.
Jaxe Te dailibl, KOTOpble IPUCIal TBOU 3HAKOMBIN. Jlydllle yTOUHU y HETO, OTIIPABJIAI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BU/I ITepe/iauu TaHHBIX, HE TEXHOJIOTHSI, 4 BCEro JIUIIb OpeH, Mapka. Ee
B 1901 TOAy HUJepJaHJCcKas KOMHaHHWA 3aperucrpupoBaysia Opena "WECA", uro
oboszHauasio cymoBocoueranue "Wireless Fidelity", xoropslii mepeBoauTCsA Kak
"GecrpoBOHAS TOYHOCTD .

Jlo Hamiero BpeMeHHU JolUIa Apyras abOpeBwaTypa, KOTOpas SBJISETCA TAKOU JKe

TexHosioruei. ITo abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHMe OBLIIO JAHO C HAMEKOM Ha

CTaHAAPT BbICIIed 3BYKOBOW TexHWKH Hi-Fi, uro B mepeBozie 0o3Hauaer "BBICOKAs
"

TOYHOCTB".

Jla, OGecIuiaTHBIM MHTEPHET-AO0CTYN B Kade, OTesIAX U adpONopTax ABJAeTCA OTIMYHOMN
BO3MOXKHOCTBIO BBIXOZIa B UWHTepHeT. HO MHOTHE BOKCHEPTHI CUHUTAIOT, YTO
obmeoctymabie Wi-Fi ceT He sIBIAIOTCSA O€30acHBIMU.

CoBeTbl 110 6€30ITaCHOCTH pabOTHI B OOIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBolo JIMUHYH HHMoOpMaIluio udepe3 obOmemocTymablie Wi-Fi ceru.
Paboras B HUX, 3KeJIaTeJIbHO He BBOJIUTD ITAPOJIU JOCTYIIA, JIOTUHBI ¥ KaKWe-TO HOMepPa;

2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacunib ceds OT 3aKaYKHU BUpyca Ha TBOE YCTPONCTBO;

3. IIpu ucnonw3oBanum Wi-Fi otkmoun ¢yskmnuio "OOmuit moctyn k dailiaMm u
npuHTepaMm'. JlaHHasg QYHKIUA B3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOPBIE
MI0JIb30BATEIN AKTUBUPYIOT ee JJIs y/I00CTBA UCIIOIb30BaHUsA B paboTe win yuebe;

4. He ucnonpayii mybosmmunsiii WI-FI 11 mepeiauu TUYHBIX JAHHBIX, HAIIPUMEDP JIJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIN B 3JIEKTPOHHYIO IOUTY;



5. Mcmonb3y# TosibkO 3amiuineHHoe coequHeHue yepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBojiu uMeHHO "https://";

6. B wmobunbHOM Tenedone otrimoun ¢yaknuoo Ilogkaouenue k  Wi-Fi
aBToMmaTuuecku". He flomyckaili aBTOMaTHYECKOTO MOAKIIOUEHHUs YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.

ConuajibHbBIE CETH

CormuasibHbIE CETH aKTUBHO BXO/ISIT B HAIITY 3KU3Hb, MHOTHE JIFOAU paOOTAIOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucrprupoBaH MUJLIHAD]T YEJIOBEK, YTO SIBJISETCS
OZTHOM CeIbMOM BCEX JKUTeJIeH IIaHeTbl. MHOTHe II0JIb30BaTe/JId He IOHHMAIOT, UTO
uHopManus, pasMellleHHas HUMH B COIMAJIbHBIX CETAX, MOXKET OBbITh HaljleHa U
HCII0JIb30BaHa KEM YTOJHO, B TOM YHCJIe He 00s3aTeIbHO ¢ OJIaruMy HaMePEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYyb CHUCOK JIpy3eil. Y Tebs B APYy3bsaX He JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3amuinan CBOI YacTHYIO ku3Hb. He ykaseiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJEHUA M [APYIYyI0 JIWYHYI0 HHQOpPMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke MHQOPMAIUI0 O TOM, KaK Thl U TBOU POJAUTENH IUJIAHUPYETE
MIPOBECTU KaHUKYJIBI;

3. 3amumiai CBOI0 pPeIyTaIuio - AEPKU €€ B UUCTOTE U 33/laBaii cebe BOIPOC: XOTeJl ObI
ThI, YTOOBI JPYTHE MOJIH30BATENIHN BUEU, YTO ThI 3arpy»kaemrb? [loymait, mpexzae 4em
YTO-TO OIYOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecii ThI TOBOPHIIIB C JII0/IBMU, KOTOPBIX He 3HAEIIlb, He UCII0JIb3YH CBOE peasibHOEe UM
U IPYTYIO JIUUHYI0 MHOPMAIINHU: UMsI, MECTO KUTEJIHCTBA, MECTO yuebbl U IIpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/I€ THI N300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOIIOJIOKEHUE;

6. ITpu perucrparuu B COIUAIBHON CETH HEOOXO0IMMO HUCII0Ib30BaTh CJIOKHBIE TTAPOJIH,
cocTosiye U3 OyKB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 71 conuaIbHOM CceTU, MOYTHI U APYTUX CAUTOB HEOOXOAUMO HUCIOJIH30BaTh Pa3HbIE
naposu. Torga ecsiu Te6sA B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH IIOJIy4YaT JOCTYI TOJIBKO K
O0/IHOMY MecTy, a He BO BCe cpasy.

dJ/IeKTPOHHBIE I€HbI'!

OJIEKTPOHHBIE JIEHBIH - 3TO OYEHb YZAOOHBIN CIOCOO TIaTekel, OJJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyIUTh 3TU JIE€HbIU.

IJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He MPOIMCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y?Ke IIPOITUCAHO B 3aKOHE, I7I€ UX PA3/IeJISI0T
Ha HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. PazHuIa B TOM, UTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspelaeTcs IPOBOJAUTH Olepanuu 0e3 uaeHTUGUKAIUTH
II0JIb30BaTe/sA, a B HEAHOHUMHBIX UAeHTU(HUKAIUA II0Jb30BATENsI  SIBJISIETCS
00s13aTeIbHOM.



Takoke cieflyeT pasinyarh 3JeKTPOHHBIE (puaTHBIe JeHbI'U (PaBHBI IOCYZapCTBEHHBIM
BAJIIOTaM) U 5JIEKTPOHHBIe HepUaTHbIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 O€30I1aCHOM pa60Te C 9JICKTPOHHBIMU J€HbI'aMH:

1. [IpuBsKM K cueTy MOOWJIBbHBIN TesieOH. ATO caMbIil yAOOHBIH U OBICTPBHINA CIIOCOO
BOCCTAHOBHUTb JIOCTYM K cuery. [IpuBsA3aHHBIN TeieOH OMOKET, €CJTH 3a0yAelTb CBOU
TUIATEKHBIN TIapOJIb WJTA 3a/IENTh HA CAUT C HE3HAKOMOTI'O YCTPOUCTBA;

2. Vcrionb3y# omHOpa3oBkle mapostu. [locse nmepexosa Ha yCUIJIEHHYIO aBTOPHU3AIHIO TeOe
yKe He Oy/IeT yrposkaTh OIIaCHOCTh KPayKH WJIH IepexBaTa IJIaTeKHOTO MapoJis;

3. BeiOepu cioxkHbBIH maposib. IlpecTymHuKamM OyzieT He IPOCTO YrajiaTh CJIOKHBIN
mapoJsib. HajiexxHble TapoJik - 3TO MapoJid, KOTOPhIE COZepsKaT He MeHee 8 3HAKOB U
BKJTIOYAIOT B CE0S CTPOYHBIE U IIPOTTUCHBIE OYKBBI, (Pl K HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JloJtapa, GyHTa, BOCKIUIATeIbHBIN 3HAK U T.. Hampumep, $tRong!;;

4. He BBOZIM cBOU JIMYHBIE TaHHBIE HA caliTaX, KOTOPHIM He JI0BEPsIEllb.
AJIeKTPOHHAA MOYTAa

AJIEKTPOHHAA II0YTA - 3TO TEXHOJIOTUA U IIpelocTaBjsgeMble €10 YCIYTH 10 IIepechlIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPhIE PACIPENENIAIOTCA B KOMITBIOTEPHOM
cet. OOBIYHO BJIEKTPOHHBIN TOYTOBBIA SAIIUK BBIMJIAAUT CIEAYIOIUM 00pa3oM:
UMs_T0JIb30BATENA@UMA_/J0MeHa. Takke KpoMe nepeZlauyl MPoCTOro TEKCTa, UMeeTCs
BO3MOXKHOCTB lepe/IaBaTh (Pauibl.

OcHOBHBIE COBETHI 10 OE30ITACHON PabOTe C AJIEKTPOHHOU ITOYTOM:

1. Hazio BrIOpaTh MpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJTHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAENIb U KTO
IepBbIU B PEUTHHTE;

2. He ykaspIBaif B JINYHOU MOYTE JIMYHYIO MHGOpManuio. Hanmpumep, jrydiiie BEIOpATh
"My3bIKaJIbHBIN__(paHaT@" mwin "pok2013" BMecTo "Tema13";

3. Mcnob3y#l ABYXATAITHYI0 aBTOPHU3AIUIO0. DTO KOTJ]a IOMUMO MapoJisi HY?KHO BBOJIUTD
KO/I, MpUChLIaeMbIH 110 SMS;

4. Bpibepu cioKHBIA maposib. 1 KaXKJ0ro MOYTOBOTO SAIIUKA JIOJDKEH OBITH CBOM
Ha/IeKHBIH, yCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecoim ecTh BO3MOKHOCTH HAmMCaTh CaMOMY CBOUM JIMIHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO’KHOCTD;

6. Vcrosnb3yil HECKOJIBKO IMOYTOBBIX AMUKOB. llepBBIM 711 YacTHOU NEpPEenucKu C
azpecaTaMu, KOTOPBIM ThI JIOBEPsEIIb. ITO BJIEKTPOHHBIN ajijpec He HAJI0 UCIOJIb30BaATh
IIpU perucrpanuu Ha Gpopymax u cauTax;

7. He oTkpbIBall (ailnbl U Jpyrue BIOXKEHHUs B MUCbMaX, Ja)Ke €CJIM OHU MPHUIILIN OT
TBOUX JIpy3el. JIydllle yTOUHU Y HUX, OTIIPABJISIN JIU OHU Tebe 5Tu (aiiibl;

8. [Tocsie okoHUaHUA pabOTHI HA TIOYTOBOM CE€pPBUCE Ilepe]] 3aKPhITHEM BKJIAJKU C CAUTOM
He 3a0y/b Ha)KaTh HA "BeriiT".

Kuo6epOy/LLTMHT WJIN BUPTYaJIbHOE U3/1€BAaTEIHCTBO



KubepOyisimHr - TIpecjiefoBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIeHUS,
arpeccHio, 3allyTMBaHUe; XyJUTaHCTBO; COIHAJIbHOE OOWKOTHPOBAHHE C ITIOMOIIBIO
Pa3JINYHBIX HTHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0OpPHOE ¢ KNOEPOYIIIIMHTOM

1. He 6pocatics B 601i. JIydiuii crmoco0: MoCOBETOBATHCA KaK ce0sI BECTH U, €CJTH HET TOTO,
K KOMY MOKHO OOpaTHUTbCs, TO BHaYajie YCIHOKOUThCSA. Ecau Thl HAauHEIIb OTBeUaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €eIlle OOJIbIIe Pa30KIKellb KOH(MIIUKT;

2. YpaBJisii cBoed KHOeppeIyTamyeii;

3. AHOHUMHOCTb B CE€TH MHUMAs. CymeCTBYIOT CITIOCOOBI BBIACHUTDb, KTO CTOHT 3a
AHOHUMHBIM aKKAaYHTOM,

4. He crout BecTy XyMranckuil o6pa3 BUPTyaIbHOH KU3HHU. IHTepHeT (pUKCUPYeT Bce
TBOU JIEHICTBUSA U COXPAHSAET UX. YTUTUTH UX OyZIeT KpaiiHe 3aTPyHUTEIHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOAY;

6. Irnopupyii efTUHUYHBIN HeraTuB. OTHOPAa30BbIe OCKOPOUTEIbHBIE COODIIIEHUS JIyUIIIe
urHopupoBaTb. OOBIYHO arpeccus MpeKpalaeTcs Ha HaYaJIbHOM! CTaIUH;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COITUATLHBIX
CETSX €CTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKH COODIIEHUH C OIPe/IeIEHHBIX aJIPECOB;

8. Ecim T cBuzerenb KubepOysuimHra. TBOM JeWCTBUA: BBICTYIIUTh IPOTUB
Ipecjie/ioBaTesisA, MOKa3aTh €My, 4YTO €ro JeUCTBUS OIeHMBAIOTCA HEraTUBHO,
MIO/I/IEPKATh JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAs TTOMOIIb, COOOIIUTH B3POCIBIM
0 ¢axTe arpecCUBHOTO MOBE/IEHUS B CETH.

MoowibHbIN TeJIedOoH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COAEPKAT B cebe BIIOJHE B3POCJIBIHI
(pyHKIIOHAJI, ¥ TEIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMU KOMITHIOTEPAMHU.
OnHaKo, CPe/CTB 3alUTHI JJI MOI00HBIX YCTPOMCTB IIOKa OUeHb Masio. TecTupoBaHUe U
MIOMCK ysAI3BUMOCTeU B HUX IIPOUCXOJIUT HE TaK UHTEHCUBHO, Kak Ay [IK, To ke camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHHbBIE MOOHITBHBIE Opay3€ephl yiKe MMPAKTUYECKH JIOTHAIN HACTOJIbHBIE AHAJIOTH,
O/IHAKO paciiupeHue GyHKIMOHAIA BjIeUeT 3a cO00M OOJIBIIYIO CJI0KHOCTh U MEHBIILYIO
3aIUIIEHHOCTbD.

Jlajieko He Bce IPOM3BOJIUTEIN BBIITYCKAIOT 0OHOBJIEHNS, 3aKPhIBAIOIIINE KPUTHUYECKIE
YA3BUMOCTHU JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /111 6€30MacHOCTH MOOMIIBHOTO TesiepoHa:

Hwuuero He siBJIsieTcs O-HACTOAIIEMY OeciuiaTHBIM. By/ib OCTOpOKeH, BeAb Korja Tebe
MpeajiaraloT OecrIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TLJIaTHHIE
YCIyTH;

Hdymaii, npexzae yem otipaBuTh SMS, doTto niu Buzieo. Thl TOUHO 3HAEITD, T7ie OHU Oy/IyT
B KOHEUHOM UTOTe?

Heob6xoamuMo 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOErO CMapTHOHA;



Hcnosnp3ylt aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX TeeOHOB;

He sarpyx(ai/’l IIPUJIOKEHHUA OT HEHU3BECTHOI'O MCTOYHHKA, B€Ab OHH MOIYT COAEPKATb
BPEAOHOCHOE ITPOrpaMMHO€E o6ecnequHe;

ITocste TOoro Kak ThI BBIMJIEINb C CalTa, IJie BBOJAWJI JIMYHYI0 MH(OpMAIIHMIO, 3aliau B
HacTpoIiKu Opaysepa U yaaau cookies;

Hepnozu/mecm/l HpOBep}II‘/JI, KaKHue IIJIaTHbIE YCIIYTH aKTHBHUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOIf HOMepP MOOUIBHOTO Tesie)OHA TOJIHKO JIIO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
JTOBEPSIEIIIb;

Bluetooth omxeH OBITH BBIK/IIOUEH, KOT/Ia ThI UM He IoJIb3yelibcsi. He 3a0bIBaii mHOTIA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 5TO KpacOUYHbIE, 3aXBaTHIBAIOIIHE pa3BJedeHUs,
00beUHSIONINE COTHU THICSY Y€JIOBEK 0 BceMy MUpPY. VITPOKU HCCIIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCSA APYT C APYTOM, BBITIOJHSIOT 33J]JaHUsA, CPAKAIOTCA C MOHCTPAMHU H
MOJIyYalOT OMBIT. 3a YJOBOJIBCTBHE OHHU IUIATAT: IOKYHAKOT JIHUCK, OIUIAYUBAIOT
a0OHEMEHT WJIU ITPHOOPETA0T KAKHE-TO OIIHH.

Bce 3Tu cpejcTBa HAYT Ha MOJJepKaHUe U Ppa3BUTHE WUIPHI, a TakKe Ha caMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIN
(rudpoBeIe 3aIUIATKH JJ1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT OIlaCaTbCA HE CTOJIBKO CBOHUX COII€EPHHKOB, CKOJIBKO KpazKu
TBOE€TI0 I1ap0JIid, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUTPOBOTI'0O aKKayHTa:

1. Eciu ipyroii urpok BezieT ce0s IJI0X0 WM co3/iaeT Tebe HENPUATHOCTH, 3a0JI0KUpYU
€ro B CIIUCKE UTPOKOB;

2. Iloxamyiicd aZMUHUCTpAaTOpaM WIPbl HA IUIOXO€ IIOBEJEHHE STOr0 HWIpPOKa,
JKeJIaTeJIbHO MPUJIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BU/IE CKPUHOB;

3. He ykasbiBaiil inuHyo nHpopMaIuo B npodaiisie Urpsi;
4. YBaxkall IpyTUX yYaCTHUKOB I10 UTDE;

5. He ycranaBnmBayi HeopunmasibHble IATUYU U MO/JIBI;

6. Vcrionp3yii cy10KHBIE U pa3HbIe [1apOJIy;

7. Z[axce BO BpEMA UI'DbI HE CTOUT OTKJ/JIIOYATb aHTUBHUPYC. ITokxa ThBI HUIrpaenib, TBOH
KOMIIBIOTEDP MOTYT 3apPa3HUTh.

PUINKMHT WIH Kpaixa IMIHbIX JaHHBIX

OObIYHOUM Kpakell JleHer U JIOKYMEHTOB Cero/iHA y»Ke HUKOrO He YAUBHIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUI 3JI0YMBIILIEHHUKU II€peMEeCTUINCh B UHTEPHET, U
MPOJIOJDKAIOT 3aHUMAThHCS "JTIOOMMBIM"' IEJIOM.



Tak mossBWIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBAa WU (QUIIHHT, TJIaBHAS IEJb
KOTOPOT'O COCTOUT B ITOJTyYeHUH KOH(PUAEHITUATHHBIX JAHHBIX I10JIb30BaTes el - TOTUHOB
u mmaposiei. Ha anriniickoMm s3bike phishing untaercs kak ¢ummuar (ot fishing - prioHas
JIOBJIsI, password - 1apoJib).

OcCHOBHBIE COBETHI 110 OOpHOE ¢ PUITHHTOM

1. Ciremn 3a CBOMM aKKayHTOM. EciM Thl IIOJ03pEBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIMUTh a/IMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE€;

2. Mcrosp3yii Oe30macHble BeO-CalThI, B TOM YHCJIE, HHTEPHET-Mara3nHOB U MIOUCKOBBIX
CHUCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble mapoyu. Takum ob6pas3om, eciau TeOsA B3JI0MAIOT, TO
3JI0yMBIIIJIEHHUKH TIOJIyYaT JOCTYII TOJIBKO K OHOMY TBOEMY MPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecoiu Te6s1 B3/10Masu, TO HEOOXOAUMO TIPEIyIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOS B IPY3bAX, O TOM, UTO Te€Os B3JIOMAJIU U, BO3MOXKHO, OT TBOETO UMEHU
OyzieT pacchLIaThCs CIIaM U CChUIKU HA (DUIITMHTOBBIE CAUTBHI;

5. YcraHoBH HajieskHbIN 11aposib (PIN) Ha MOOMIbHBIHN TeedOoH;
6. OTKJTIIOUH COXpaHEHHUeE MapoJis B Opaysepe;

7. He oTkpbIBall (ailnbl U Jpyrue BIOXKEHUs B MUCbMaX, Ja)Ke €C/IM OHU IPHUIILIN OT
TBOUX Apy3eil. JIyuliie yTOUYHH y HUX, OTIIPABJISIIN JIM OHU Tebe 3TU hailbl.

HudposBasa penmyranusa

[Mudposas permyramnus - 3T0 HETATUBHAS WU MO3UTUBHAs WHQOpMAIUs B ceTH O Tebe.
Kommnpomerupyomas uwHopManus, pa3MelleHHas B UHTEPHETE, MOXKET CEPbe3HBIM
00pa3oM OTpa3uThCsA Ha TBOEH peanbHOU ku3HU. "lludpoBas pemyranus” - 5T0 TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHGopManuu o Tebe B UHTEPHETE.

TBO€E MeCTO KUTETBCTBA, yueObl, TBOe GDMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCA B CETH.

MHorue noAPOCTKHU JIETKOMBICJIEHHO OTHOCSITCSA K ITyOJIMKAIIUY JIMYHOU HHGOPMAIIUH B
HHTEpHETE, HE TOHUMAS BO3MOXKHBIX ITOC/IeICTBUH. ThI Jlaske He CMOJKEITb JI0TaiaThCs
o ToM, uTo potorpadusi, pasMelleHHas 5 JIeT Ha3aJl, cTajla IPUYHUHONU OTKa3a IPUHATH
Tebs1 Ha paboTy.

KommMmeHnTapuu, pasmelneHue TBoux ¢oTorpaduili W Apyrue JeUCTBUS MOTYT He
HCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl UX yAINIIb. Thl HE 3HAEINIb, KTO COXPAHWI 3TY
nHdOpMaIuio, momnaja J1 OHa B IONCKOBBIE CUCTEMBI M COXPAHUJIACH JIM OHA, a TJIaBHOE:
YTO MOAYMAIOT O Tebe OKpYy:Kawllue JIOAU, KOTOpble HAUAYyT U YBUAAT 3To. Halitm
“HGOPMaALNI0 MHOTO JIET CILyCTSA CMOKET JII000H - Kak U3 J00PhIX MOOYKAEeHUHN, TaK U C
HaMepeHUeM IPUYUHUTH Bpesl. ITO MOKET ObITh KTO YTOHO.

OCHOBHBI€E COBETHI 110 3aIUTe HU(PPOBOI permyTaIyu:

1. I[Togymaii, mpexkze 4yeM 4To-TO IMyOJIMKOBATh U IEepefaBaTh y ceOsa B OJiore WU B
COILIAJILHOM CETH;



2. B HacTpoiikax mpoduis yCTaHOBU OTPAHUYEHHS HA MIPOCMOTP TBOETO MPOMUIIS U €T0
COJIEP>KUMOTO, c/iesIail ero TOJbKO "/Jis1 Apy3en’”;

3. He pa3memaii 1 He ykasbiBail nHGOPMAINI, KOTOPas MOKET KOT0-JTU00 OCKOPOJISAThH
WJIA OOM2KATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IITKOJIPHUKH - aKTHUBHBIE I10JIb30BaTENX IH(POBOTO ITPOCTPAHCTBA.
OnHaKO JaJIeKo He BCe 3HAIOT, YTO IT0JIb30BAHUE MHOTHMMH BO3MOXKHOCTSAMH IIU(PPOBOTO
Mupa TpebyeT coOJII0IEHN ITPAB HAa UHTEJJIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMuH "UHTEIEKTyaIbHAsA COOCTBEHHOCTH' OTHOCUTCS K Pa3JIUYHBIM TBOPEHHUSIM
YeJIOBEUECKOTO yMa, HauWHAsA C HOBBIX HM300peTeHWN U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha IPOAYKTHI M YCJIYTH, M 3aKaHUYMBasg KHUTaMHU, (oTtorpadpusimu,
KUHOGWIBMaMH U My3bIKaJIbHBIMHU IIPOU3BEIEHUSIMH.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEIEHUS
HAyKH, JIUTEPATYpPbl U UCKYyCCTBAa. ABTOpPCKHE IpaBa BBICTYNAIOT B KaueCcTBe rapaHTUH
TOTO, YTO UHTEJUIEKTYJIbHBIN/ TBOPUECKUH TPYJ, AaBTOPA He Oy/IeT HAIIPACHBIM, JIACT EMY
CIIpaBe/JIUBbIE BO3MOXKHOCTU 3apaboTaTh HA Ppe3yJsIbTaTaX CBOETO TPYAQ, IOJIYYHUTHh
M3BECTHOCTH U Ipu3HaHue. HukTo 6e3 paspeleHus aBTopa He MOXKeT BOCIIPOU3BO/IUTH
ero Ipou3BeJieHNe, PpPacIpOCTPAHATh, IYyOJWYHO JeMOHCTPUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJIUUYHO HCIIOJHATH, TOKA3hIBATh/UCIIOJIHATD B
adupe nin pa3MmeiaTts B IHTepHeTe.

Hcnonp30BaHue "MUPaTCKOTo" MMPOrpaMMHOT0 0OecIieueHUsI MOYKET IIPUBECTH K MHOTHUM
pHICKaM: OT ITIOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOUCTBA, T/Ie
yCTaHOBJIEHA HeJlerajibHasA ImporpamMMma. He cTouT Takke 3a0bIBaTh, UTO CYILIECTBYIOT
JIeTaJibHbIe U OecIIaTHBIE POTrPaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O moprase

CeTeBUUOK.pd - TBOU TIJIaBHBIM COBETUMK B CeTH. 37eCh Thl MOXKeIIb Y3HAThb O
0e30MacHOCTH B CETH IOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a TPH BO3HUKHOBEHUU
KPUTUYECKOU CUTyaI[u OOPATUTHCA 32 COBETOM. A TaKJKe IMIPUHATH YIACTHE B KOHKYPCaX
U CTaTh CaMbIM ITU(PPOBBIM I'PAKIAHUHOM !

[MTamsaTka s pogurtesneit 06 MHGOPMAITMOHHOU 0€30I1aCHOCTHU JIeTeN

Omnpenenenne TepMuHa "wWHOpMAIMOHHAsA 0e30MacHOCTh JeTell” COAEPIKUTCA B
denepanbHoM 3akoHe N2 436-03 "O samure aereid oT HHAOOPMAIIUY, IPUYUHAIOIIEH
BPEJI MX 3JIOPOBBIO W PA3BUTHUIO", PETYJIUPYIOIINUM OTHOIIEHUs], CBSA3aHHbBIE C 3aI[UTOU
ZieTelt OT HHGOPMAIUH, MPUUUHSIIONEH Bpe UX 3/I0POBbBIO U (Mn) pa3BuUTHIO. COrIacHO
JJAaHHOMY 3aKOHY 'uH(OpManmoHHas 0e30MacHOCTb JIeTeH'' - H5TO COCTOSHUE
3aIUINEHHOCTH, IPH KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIA C IPUYHMHEHUEM
nHoOpManued Bpeia X 3/I0POBbI0 U (HIn) GU3UIECKOMY, IICUXUUYECKOMY, IyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa NO 436-®3 wunHdopmarueli, IPUUUHAIONIEN Bpes
37I0POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uHDOpMAaIHA, 3aIpelieHHas /I pACIIPOCTPAHEHUS CPEY JIETEH;


https://vip.1obraz.ru/#/document/99/902254151/
https://vip.1obraz.ru/#/document/99/902254151/
https://vip.1obraz.ru/#/document/99/902254151/

2. uHGOpMaIYs, pacIpocTpaHEHHEe KOTOPOU OTPaHUUYEHO CPENU JeTel ompeseIeHHbIX
BO3PACTHBIX KaTerOpHUi.

3. K uadopmanuu, 3anpemieHHOH /s paCIIpOCTPAaHEHUs CPeU JeTel, OTHOCUTCS

4. uHdopMaIs, MoOy:K/IaoIas /eTeld K COBEPIIEHUIO JIEUCTBUM, MPEICTABIISIONINX
yTrpo3y WX JKU3HU U (WIN) 3/I0POBBIO, B T.U4. IPUYMHEHUIO BpPeJla CBOEMY 37I0POBBIO,
caMOyOUICTBY;

5. CIIOCOOHOCTb BBI3BATh y JIeTeH »KeJaHHe yIOTPeOUTh HAPKOTHYECKHUE CPEeJICTBA,
TICUXOTPOITHBIE U (MJTH) OJTypMaHHUBAIOIIME BEIIECTBA, TAOAUHBIE U3/EJIHS, aJIKOTOJIHLHYIO
U CITUPTOCO/IEPKAIIYIO IIPOIYKITHIO, TUBO M HAITUTKH, U3TOTABIMNBAaeMble Ha €r0 OCHOBE;
MPUHATH yYacTHE B a3apTHBHIX UTPaX, 3aHUMAThCSA IIPOCTUTYIHEH, OpOAsSKHUYECTBOM
I IIONPOIIaHUYECTBOM;

6. 000CHOBBIBAIOIIAS UJIH OITPAB/IBIBAIOIIAS JIOIMYCTUMOCTD HACHJTHSA U (MJTH) 3KECTOKOCTH
b0 mOOYK/AIoIas OCYIIECTBIATh HACUJIbCTBEHHBIE JIEMCTBHUA II0 OTHOIIEHUIO K
JIIOAAM U KUBOTHBIM;

7. OTpULIAIOIIAA ceMelHble I[eHHOCTH U (OpPMUDYIOIIasa HeyBaKeHHEe K POAUTENAM U
(uu) ApyTUM YJIeHaM CeMbH;

8. ompaszpIBaoIas MPOTUBOIIPABHOE ITOBE/IEHUE;
9. cozieprKaIas HeleH3ypHYyI0 OpaHb;
10. cozieprkanias nHGOPMAIHIO TOPHOTrpapUUECKOro XapaKTepa.

K undopmaruu, pacnpocTpaHeHre KOTOPOU OTPAHUYEHO CPE/IU JIETEH OIPeIeIEHHOTO
BO3pPacTa, OTHOCUTCA:

1. uaopManus, mpejcTapasgeMas B BUJe U300payKeHUs] WJIN OMUCAHUS 3KECTOKOCTH,
¢pusmueckoro u (MaM) TICUXUYECKOTO HACHWIUA, IIPECTYIUIEHUA WJIA HWHOTO
aHTHUOOIIECTBEHHOTO JEeHCTBUA;

2. BBI3BIBAIOIIAA y JleTel CTpaX, y»Kac WM IMaHUKYy, B T.Y. IIpeJAcTaBjisgeMas B BUE
M300paKeHUs WIN OIKCAHUS B YHIDKAIONIEH 4YeJI0BEYECKOE JOCTOMHCTBO (opme
HEHACWIbCTBEHHOU cMepTH, 3a00JIeBaHusA, CaMOYOUICTBA, HECUACTHOI'O CIy4yasi, aBapUH
I KatacTpodbl U (MJIHM) UX TIOCJIE/ICTBUH;

3. IpezcTaBiseMas B BUJie M300paKeHUs WJIM OIUCAHUS TOJIOBBIX OTHOIIIEHUN MEXKIY
MY>KYUHOU U JKEHIINHOU;

4. comeprkaliiias OpaHHbIE CJIOBA U BBIPAXKEHU A, HE OTHOCAIIMECS K HelleH3ypHOU OpaHu.

C yuetrom sToro Bam mpezasararorcs mpaBusia paboTsl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtrofieHre KOTOPBIX MIO3BOJIUT obecreunTh
nHGOPMAIIMOHHYIO0 6€30ITaCHOCTD BAIIIUX JIETEM.

OO01mue nmpaBwia JJisl poguTesiel

1. HesaBucumo oT Bo3pacra pebeHKa HCIOJIB3YHTE IPOTpaMMHOe obeclieueHue,
nomMorasouiee (GuUIbTPOBATh U KOHTPOJIUPOBATh MHAOpMALHIO, HO HeE IoJaraiTech
MIOJIHOCTBIO HA Hero. Baiie BHUMaHuMe K peOeHKY - TJIaBHBIM MEeTO/T 3aIIUTHI.



2. Ecytu Baimn pebeHOK MMeeT akKayHT Ha OJJHOM U3 COITUaIbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATe/JBbHO HU3y4HUTE, KAKYID WH(GOPMAIUIO
MIOMEIIAIOT €T0 YYaCTHUKU B CBOUX MpodWIAx u bsiorax, BKiaouasa pororpaduu 1 BUJIEO.

3. IIpoBepbTe, ¢ KaKUMHU APYTUMH CaliTaMU CBS3aH COLMAJIBHBIM cepBHUC Bamiero
pebenka. Ctpannuku Barero pebeHka MoryT ObITh 6€30IaCHBIMU, HO MOTYT U CO/IEP3KaTh
CCBUIKM Ha HeXKeJIaTeJIbHbIE U OIACHbIe CalThl (HAIpUMepP, HOPHOCAUT, WJIN CAWT, HA
KOTOPOM /JpYT YIOMHUHAEeT HOMep coToBOoro TesiedoHa Bamiero pebenka mium Bam
JIOMAIITHUH ajgpec).

4. IloompsiiTe Bammux gerei coobiaTh 000 BceM CTPAHHOM WMJIN OTTAJIKUBAIOIIEM U He
CJIMIIIKOM OCTPO PearupyuTe, KOTj/ia OHU 3TO JesIaioT (M3-3a OaceHUs MOTEPATH JIOCTYII
K VHTepHeTy JeTH He TOBOPAT POJHTENSIM O mpobsieMax, a TaKKe MOTYT HadaTb
HCIO0JIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBoH ku3HU Bamiero pebenka. VIHTepecyiiTech, KTO UX JAPY3bsA B
VHTEpHET TaK ke, KAK NMHTEPECYeTECh PETbHBIMU JAPY3bIMH.

Bospacr ot 7 10 8 Jer

B MHTepHeTe pebeHOK cTapaeTcsl MOCETUTh Te MJIM WHbIE CANTHI, a BO3MOXKHO U YaThI,
paspellieHre Ha IOCElleHWe KOTOPBIX OH He MOJIydus Obl OT poxutesiedl. ITosTomy
poauTesiiM OCOOEHHO TOJIE3HBI OyJlyT Te OT4YeThl, KOTOpbIE€ IIPEOCTABJIAIOTCS
IporpaMMaMy II0 OTPAaHUYEHUI0 HCHOoJb30BaHUA VHTepHera, T.e. Popgutenbckuii
KOHTPOJIb WJIN TO, YTO BBl CMOXKETE YBUJIETh BO BpeMeHHbIX (ailiax. B pesysabrare, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 32 HUM BeJIETCsA IOCTOSTHHBIH KOHTPOJIb, OJTHAKO,
poauTesn OyAyT IMO-TIPEKHEMY 3HaTh, KAaKHE CAUThI IOcelnaeT ux pebeHOK. JleTu B
JTAaHHOM BO3pacTe 00Ja7jal0T CHJIBHBIM YYBCTBOM CE€MbH, OHU JIOBEPUMBBHI U He
COMHeBaTCA B aBTopuTterax. OHU JIO0AT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH 110
HTepHETy, HCHOB3ysA SJIEKTPOHHYIO IIOUTY, 3aXOJIUTh Ha CAWThl W 4YaTbl, HeE
peKOMeH/I0BaHHbIE POJUTESAMH.

Cosertbl 110 Oe30macHOCTH B ceTu VIHTEepHeT 1714 AeTel 7-8 et

1. Co3zaiiTe CIMCOK JAOMAIIIHUX MPaBUJI NocelieHus MHTepHeTa pU y4acTU! JieTed U
TpeOylTe ero BHITIOJTHEHUS.

2. Tpebyiite or Bamero pebGeHka coOJOfieHHsI BPEMEHHBIX HOPM HAXOXJIEHHS 34
koMIbioTepoM. [lokazkuTe pebeHKy, yTo Bl HabI0Aa€Te 32 HUM He TIOTOMY uTO Bam 3T0
X0ueTcs, a MoToMy 4To Bbl OecriokomTech 0 ero 0e30mMacHOCTH M BCET/Ia TOTOBBI €MY
IIOMOYb.

3. KommbproTep ¢ noaxioueHueM K VIHTEPHETY /TOJI?KEH HaXOAUThCS B OOIed KOMHATe
T1OJT IPUCMOTPOM POJUTETEN.

4. I/ICHOJ'II)SYIL/'ITG CIiequaJibHbI€ AE€TCKHE IIOMCKOBbIE€ MAIlITKHBI.

5. Mcniosnip3yiiTe cpezicTBa OJI0KMPOBAHUS HEXKeJIaTeJIbHOTO KOHTEHTA KaK I0TOJIHEHHE K
cTaHAapTHOMY PosinTesibckoMy KOHTPOJIIO.

6. CospaiiTe ceMEWHBIA 3JIEKTPOHHBIA SIIHK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
coOCTBEHHBIE afipeca.

7. BiiokupyiiTe gocTyn K caliTaMm ¢ OeCIUIaTHBIMU IOYTOBBIMU AIIUKAMHU C IIOMOIIBIO
COOTBETCTBYIOIIEr0 IPOrpaMMHOTI0 obecriedyeHus.



8. Ilpuyuure gerelli coBeTOBaThcs ¢ Bammu mepes; omyOJHMKOBaHHEM KakoH-1nb0
MHGOPMAIIUU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX (GHOPM U
npoduiei.

9. Hayuwure fieTeil He 3arpy»kath (paiyibl, IPOrpaMMbl WJIN MY3bIKY O€3 BaIlIero COTJIacus.
10. He paspemaiiTe feTAM HCIOJIB30BATh CIIy:KOBI MTHOBEHHOT'O 0OM€EHAa COOOIIEeHUSMU.

11. B "OGespIil" CIIMCOK CAaTOB, pa3pelleHHbIX JIJIA ITOCEIEeHNI, BHOCUTE TOJBKO CAUTHI C
XOPOIIeH peryTaluen.

12. He 3abbIBaliTe GecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B FIHTepHETe, KaK eciu Obl peub
1112 O JPY3bsSIX B PEIbHOU JKU3HU.

13. He gesatite "taby" 13 BOIIPOCOB II0JIOBOM »KMU3HU, TaK Kak B VIHTepHeTe JIETH MOTYT
JIETKO HATKHYTbhCS Ha MTOPHOTPadUI0 WJIN CAUTHI "7 B3POCIIBIX .

14. Ilpuyuure Bamiero pebGenHka coobmiaTe BaM O JIIOOBIX Yrpo3aX WU TPEBOTAX,
cBA3aHHBIX ¢ IHTepHeTOM. OcTaBalTech CHOKOMHBIMU U HALIOMHUTE JIeTSIM, YTO OHU B
0e30I1aCHOCTH, €CJIM CaMM paccKa3ajd BaM O CBOMX TpeBoraxX. I[loxBasmure uX u
ITIOCOBETYUTE MOJONTH ellle Pa3 B MOJ00HBIX CITyJasx.

Boapacr aereli oT 9 10 12 J1eT

B nanHOM BO3pacTe JieTH, KaK IPaBUJIO, YKe HACJIBIIIAHBI O TOM, Kakasg MHbOpManusl
cymiectByer B lHTepHeTe. COBepllleHHO HOPM&JIbHO, YTO OHU XOTAT 3TO YBUJETb,
IIpOYeCThb, YCAbINIATh. IIpU 3TOM HY:XHO NOMHUTBH, YTO JOCTYIl K HeXXeJIaTeJIbHbIM
MaTepuajiaM MOXKHO JIeTKO 3a0JIOKMpOBaTh MHPH IOMOIIHM CPEACTB PoAMTEIbCKOTO
KOHTPOJIA.

CoBeTnI 110 0€30IaCHOCTH JIJIsd AE€TEH OT 9 JI0 12 JIET

1. Co3zaliTe CIIMCOK JIOMAITHUX MPaBWJI mHocellleHUs VHTepHET NMpU ydyacTHU JieTel U
TpeOyITE €ro BHITIOJTHEHUA.

2. TpeOyiiTe oT Bamrero pebeHka coOII0IEHIS HOPM HaXOXKIEHUS 32 KOMITBIOTEPOM.

3. Habsropaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, YTO BBl
OecrioKoOUTECh 0 ero 6€30TaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €My IIOMOIIb.

4. Kommpliotep ¢ nogxoueHneM B IHTEpHET 0IKeH HaXOIUTHCA B 001IIel KOMHATE O],
MIPUCMOTPOM POJIUTEJIEN.

5. Mcrionp3yiiTe cpezicTBa OJIOKMPOBAHUS HEXKEJIATEIbHOTO KOHTEHTA KaK JIOTIOJTHEHHE K
CTaHJIapTHOMY PouTeThcKOMY KOHTPOJTIO.

6. He 3a0p1BaliTe IPUHUMATh HEIIOCPEACTBEHHOE YUACTHE B XKU3HU peOeHKa, bece/10BaTh
¢ metbMu 00 UX Apy3bsix B FIHTepHETeE.

7. HacrtauBaiiTe, 4TOOBI /IeTH HUKOT/]A HE COTJIAIIAINCH HA JIMYHbBIE BCTPEUH C IPY3bAMU
o urepHery.

8. Ilo3BosisiiiTe AETAM B3axOJUTh TOJBKO Ha CaWThl U3 "0€JIoro" CIHCKa, KOTOPBIU
co3ZlalTe BMECTe ¢ HUMH.



9. Ilpuyuyure peTeli HUKOTZAa He BBIJAaBaTh JIMYHYI0 HHMOPMAIIHIO CPEACTBAMH
9JIEKTPOHHOW TIOYTHI, YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOIIEeHUSIMHU,
perucTpanuoHHbIX (GopM, JIMUHBIX Ipoduield W IMPU PErucTpaliid Ha KOHKYPCHI B
HNuTepHerTe.

10. [Ipuyuure sieTeil He 3arpy:KaTh nporpaMmMbl 0e3 Bamiero paspemenus. O0bACHUTE
MM, 4YTO OHH MOTYT CJIy4allHO 3arpy3uTh BHUDPYChl WJIH JPYroe HeXeaaTeIbHOe
IIpOrpaMMHOe o0ecIieueHue.

11. Cospatite BamemMy peGeHKy OTrpaHUUYEHHYIO0 YUYeTHYIO 3amuch JIsi paboThl Ha
KOMIIBIOTEPE.

12. IIpuyumre Bamero pebeHka cooOIaTh BaM O JIIOOBIX Yrpo3ax HWJIH TPEBOTax,
cBs3aHHBIX ¢ MHTepHeTOM. HamoMHuTe JeTAM, 9YTO OHU B OE€30IaCHOCTH, €CIU CaMH
paccka3ayii BaM O CBOMX TPEBOTAaX U OITACEHHUSIX.

13. Pacckaxure sietsim o nopHorpaguu B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOOBI IETH MPEAOCTABJISAIN BaM JIOCTYII K CBOEU 3JIEKTPOHHOU
M0YTe, YTOOBI BB yOEUINCH, UTO OHU He OOIIAIOTCA ¢ HE3HAKOMIIAMU.

15. OObsicHUTE [JeTsIM, 4YTO HeJb3sl HCIO0Jb30BaTh CeTh /I XyJINTAHCTBA,
PaCIIpPOCTpaHEeHUs CIUIETEH UJIU YTPO3.

Boaspacr geretli ot 13 10 17 JIeT

B sTOM BO3pacTe MOJPOCTKH aKTUBHO HCIIOJIH3YIOT IIOUCKOBBIE MAIIUHBI, ITOJIb3YIOTCSA
AJIEKTPOHHOM IIOYUTOH, COYKOAaMH MTHOBEHHOTO OOMEHa COOOIIEHWSMH, CKauHBaIOT
My3BIKy U GUIbMbL. MasbuuKaM B 3TOM Bo3pacTe OoJibllle IO HPaBy CMETaTh BCE
OTPAaHUYEHUsI, OHU KAKAYT IPyOOro I0MOPa, a3apPTHBIX UTP, KAPTHHOK 77151 B3POCJIBIX .
JIeBOUKM TPEAIIOYUTAIOT OO0IaThed B Yarax, I[PH H5TOM OHU Topasno Oosee
YyBCTBUTEJIBHBI K CEKCYaJIbHBIM IOMOTaTeIbcTBaM B lIHTepHeTe.

3aJacrtyo B JAHHOM BO3PacTe POAUTENIAM yKe BeChbMa CJIOXKHO KOHTPOJIUPOBATH CBOHX
neTel, Tak kKak 00 IHTepHeTe OHU y)Ke 3HAIOT 3HAYUTEIBLHO OOJIbIIIE CBOUX POAUTENIEN.
Tem He MeHee, He OTIIyCKaWTe geTed B "cBOOOAHOe IUIaBaHue"' 1o IHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBAaTh B 00IIeHUN pebeHKa B IHTEpHEeTE.

BakHO TMO-TIpeskHEMY CTpPOro coOsofaTh mpaBuia MHTepHET-0€30macHOCTH -
corJialeHyue MexKay POAUTEsIMU U JieTbMu. KpoMe Toro, Heo6X0uMo Kak MOKHO Jalle
IIPOCMATPUBAaTh OTYETHI O AeATEJbHOCTH JieTeil B VHTepHere. Ciielyer oOpaTUTh
BHUMAaHHE Ha HEOOXOIMMOCTh COJEPIKAHUA POJAUTEIbCKUX TapoJiell (mmapoJsiei
aJIMUHUCTPATOPOB) B CTPOTOM CEKpeTe W O0paTUTh BHUMAHHE HA CTPOTOCTh BJTHX
mapoJiei.

CoBeThlI 110 0€30ITIaCHOCTH B 5TOM BO3pacre OT 13 110 17 JIeT

1. CozpalTe CIHCOK JIOMAIllHUX IIPaBWJI MoOcellleHuss VHTepHeTa IIpW ydYacTUH
MIOJIDOCTKOB W TpebyliTe Oe3yCJI0BHOTO €ro BhINOJHeHus. OOroBopute ¢ pebeHKOM
CIIFCOK 3allpelieHHbIX caToB ("JepHBIN cmucok'), 4yackl paboTel B HHTepHeTe,
PYKOBOJICTBO 1O 00IIIeH!I0 B VIHTEpHETE (B TOM YHCJIE B YaTaX).

2. KommpioTep ¢ MOAKIIOUEHHWEM K ceTH VIHTEpHET MOJDKEeH HaXOAUTHCA B OOIIeH
KOMHAare.



3. He 3abpIBaiiTe OecezioBaTh C IETbMU 00 WX JIpYy3bsX B MIHTepHETe, 0 TOM, YeEM OHU
3aHATHI TAKUM 00pa3oM, OYATO peub HUAET O APY3bIX B peasbHOU Ku3HU. CpaiinBaiite
0 JIIOJIAX, C KOTOPBIMHU JIETH OOIIAIOTCSA IOCPEJCTBOM CIIY»KO MTIHOBEHHOrO oOMeHa
COODIIIEHUAMU, YTOOBI YOETUTHCS, UTO STU JIIOU UM 3HAKOMBI.

4. Vicnosip3yliTe cpesicTBa 0JIOKMPOBAHUS HEXKeJIaTeIbHOTO KOHTEHTA KaK JOTIOJTHEHHE K
cTaHZIapTHOMY PofuTeIhckoMy KOHTPOJTIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU TMOJb3yl0oTcA Bamm petu. Iloompsiiite
HCIIOJIb30BAaHUE MOJIEPUPYEMBIX YaTOB M HAcTauBaWTe, UTOOBI JleTH HE OOIIAIUCh B
IIPUBAaTHOM PeXUMe.

6. HacrauBaiiTe Ha TOM, YTOOBI /IETH HUKOT/Ia HE BCTPEYAJIUCH JIMYHO C JPY3bsIMU U3 CETH
HNuTepHer.

7. Ilpuyuure fgereil He BbIJJABaTh CBOIO JIMUHYI0 HH(POPMAILMIO CPeACTBAaMU 3J1eKTPOHHOMN
MIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMeHa COOOIIEHUSIMH, PETUCTPAIIMOHHBIX (HOPM,
JINYHBIX PO UIel U IIPpU perucTpanu Ha KOHKypchHl B IHTepHeTe.

8. [Ipuyuure eTel He 3arpy»kaTh IIporpaMmebl 6e3 Bairero paspemrerus. OObsSICHUTE UM,
YTO OHU MOTYT CJIy4aiHO 3arpy3UTh BUPYCHI WX APYTOe HeKelaTeIbHOE POrPaMMHOe
obecneueHue.

9. Ilpuyuure Bamiero peGeHka cooOmaTh BaM O JIIOOBIX Yrpo3ax WIH TpeBOrax,
cBsA3aHHBIX ¢ VIHTepHeTOM. HamomHuTe /IeTSAM, YTO OHU B 0GE30MaCHOCTH, €CJIU CaMU
pacckasaim BaM, O CBOMX yTPO3aX WJIU TpeBorax. [loXBaJIuTe UX U IOCOBETYITE TOJIONTH
elre pa3 B MOJIOOHBIX CIydasX.

10. Pacckaxkute getaMm o nopHorpaduu B MHTepHeTe. Ilomorure UM 3alIUTUTBCA OT
ctama. HayuwnTte mOAPOCTKOB He BbIAABATh B LIHTepHeTe CBOEro peajibHOTO
9JICKTPOHHOI'O ajipeca, He OTBeYaTb Ha He)KesaTeJbHble IIMCbMa U HCIIOJIb30BaTh
creriajabHble TOYTOBbIE (DUIBTPHI.

11. [Tpuyuure cebsi BHAKOMUTHCA C CAUTaMH, KOTOPbIE ITOCEIIAIOT ITOIPOCTKU.

12. Hayuwure /ieTeli yBakaTh APYTUX B HHTEPHETE. YOEIUTECH, YTO OHHU 3HAIOT O TOM, YTO
IpaBUJIa XOPOIIEero MOBeIeHU AeHCTBYIOT Be3/ie - Ja’ke B BUPTYaJIbHOM MHUDe.

13. OObsicHUTE AEeTAM, YTO HU B KOEM CJydae HeJb3s HCHoab30BaTh CeTb Ajs
XYyJIMTAHCTBA, PACIPOCTPAHEHUS CIUIETEH WJIU YTPO3 JIPYTUM JIFOJAM.

14. ObcyauTe ¢ MOPOCTKAMU IMPOOJIEMBI CETEBBIX a3aPTHBIX UTP U UX BO3MOXKHBIHN PUCK.
HamomHwuTe, 4TO 1IeTH HE MOTYT UTPATh B 3T UTPHI COIVIACHO 3aKOHY.

[TocTOsIHHO KOHTpOJUpYHTEe HucHoiab30BaHUue MHTepHeTa Bamum pebenkom! to He
HapylIeHHWe ero JIMYHOI'O IIPOCTPAHCTBA, a Mepa IPeJOCTOPOKHOCTA U INPOsBJIEHUE
Barmeit poanTesIbCKON OTBETCTBEHHOCTU U 3a00THI.



